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Abstract— The paper describes a flexible image-based 

authentication system developed at the University of 

Portsmouth and proposes two possible additions to the existing 

system – an additional knowledge-based (KB) authentication 

stage and an intrusion detection (ID) feature. The knowledge-

based part of the authentication procedure will include a real-

time question and answer session before the users are allowed 

to proceed to the second stage and identify the correct images 

from a number of challenge-sets presented to them. The 

proposed ID algorithm will employ a statistical data 

classification technique based on the real-time tracking of the 

user behavior. Two statistical algorithms are proposed for the 

implementation of these additional features of the system. 

Importance sampling technique will be employed to select the 

attributes for the knowledge-based authentication stage while 

the expectation maximization (EM) algorithm will form the 

basis of the intrusion detection part of the system. The paper 

outlines some issues that need to be resolved before proceeding 

with the implementation of the additional system features and 

lists some contributions and insights that might be gained from 

this work. The paper also reports on a recent pilot experiment 

conducted in relevance with the work. 
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I.  INTRODUCTION 

Authentication can be defined as the process of verifying 
that someone is actually who they claim they are. In other 
words, authentication is the act of establishing or confirming 
something (or someone) as authentic, i.e., that claims made 
by or about the thing or the one are true. The authentication 
process, according to [1] can be divided in three phases: 
identification, authentication, and authorization. Users must 
first make some claim of their identity, provide evidence to 
substantiate this claim, and if successfully authenticated by 
the system, access rights are granted to the user. 

Most of the authentication systems in use today rely on a 
precise recall of passwords and/or personal identifier 
numbers (PINs). As the number of on-line services requiring 
authentication continues to increase sharply in everyday life, 
the amount of passwords required for the authentication 
purposes continues to rise proportionally. The burden on 
users to remember such an increasing number of passwords 
leads to poor and predictable choices as users seek 

passwords that they can readily remember. This presents a 
potential security risk that could endanger users‟ privacy, 
e.g., identity theft. For certain applications, research suggests 
that the use of images could represent a more effective 
combination of both security and ease of use. This is due to 
the fact that humans tend to recognize images that they have 
previously seen more easily and accurately than when they 
are required to remember and recall the text passwords. 
Thus, a number of experimental authentication systems using 
images for the authentication purposes has recently been 
designed and investigated [2, 3].  

This paper is organized as follows: Section II will present 
an overview of H-IBAS-H.  Whereas Section III will 
describe the first proposal of incorporating a knowledge-
based authentication stage into H-IBAS-H, Section IV will 
explain the other proposal of adding a user classification and 
intrusion detection feature to H-IBAS-H. In addition to 
presenting the results of a pilot experiment, Section V will 
also discuss various questions that will have to be answered 
both before and after the implementation of the two 
proposals. And finally, Section VI will summarize the paper. 

II. H-IBAS-H 

H-IBAS-H is an image-based authentication system 
developed for students authenticating to their portals at the 
University of Portsmouth, in the United Kingdom. The 
system is flexible in the sense that it grants the users the 
flexibility to choose any number of images to be their pass-
images and also allows them to browse through images to 
pick the images that are most appealing to them. At the 
authentication stage, H-IBAS-H follows an authentication 
protocol with the pass-images randomly distributed on the 
number of the login rounds. Therefore, every round may 
have all, some or none of the pass-images. At least, one login 
round must contain no pass-images, to battle the intersection 
attack. Fig. 1 shows a screenshot of one of the login rounds 
presented to a user during the authentication process with    
H-IBAS-H. 

The system was extensively tested through a number of 
different experiments namely; a pilot experiment, a one-time 
experiment and a four-week experiment with more than 100 
users being involved in those tests. Further details of the 
system implementation and testing results are described in 
[4]. In the one-time experiment, and despite the original 
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hypothesis, results obtained through the testing procedure 
indicate that around 94% of the participants succeeded in 
authenticating with the system. On the four-week 
experiment, 75% of the participants still managed to 
recognize their pass-images after a period of four weeks even 
when the authentication was infrequently used. These results 
reflect the fact that humans are indeed better at recognizing 
images than they are at memorizing complicated and 
sometimes meaningless text-based passwords.  

 
Figure 1.  H-IBAS-H login screen (Free H-IBAS-H demo is available 

on the web at: www.oman4ever.org) 

H-IBAS-H further suggests that for image-based systems 
to be highly successful; flexibility in choosing the pass-
images should be provided and a process of elimination of 
the very similar images should be conducted.  In addition, 
almost all of the users described the experience of using     
H-IBAS-H as enjoyable which is not a factor to be ignored 
when it comes to tedious, uninspiring and time-consuming 
tasks of authentication to various web-sites and on-line 
accounts in the cyber space of today. 

III. THE KNOWLEDGE BASED AUTHENTICATION STAGE 

The encouraging results achieved with the H-IBAS-H 
system have motivated the authors to consider possible 
extensions to the original system, in order to further increase 
the security of the authentication system without 
compromising its usability, thus staying in line with the idea 
that the burden on the user of memorizing authentication 
credentials should be kept minimal. An additional 
knowledge-based authentication stage is, therefore, planned 
to be added to the authentication protocol.  

Knowledge-based (KB) authentication systems attempt 
to authenticate users on the basis of knowledge of some 
personal information, usually through a real-time interactive 
question-answer process. Despite their wide usage, most 
common types of KB authentication, such as PINs and 
passwords, have a number of shortcomings. Simple or 
meaningful passwords are relatively easier to remember, but 
could be vulnerable to attacks. Passwords that are complex 
and arbitrary are more secure, but they are difficult to 

memorize. Since users can only remember a limited number 
of passwords, they tend to write them down or use similar or 
even identical passwords for different purposes. This can 
weaken the system security and increase the chances of 
system intrusion by unauthorized individuals.  

The approach proposed in this paper suggests a solution 
that replaces the dependency on complex passwords with the 
use of challenge questions originating from the individual 
user profile held in the database and provided by the user at 
the time of registration. This knowledge-based authentication 
stage will, therefore, present a user with a set of challenge 
questions before proceeding to the image-based authenticati-
on part of the system. A critical step in creating the authenti-
cation challenges is the selection of attributes from the datab-
ase used to store the authentication questions. A common 
approach in the attribute selection is to either always use the 
same attributes or to randomly select the attributes for the 
challenge questions from the available set. We propose an 
alternative and more flexible solution where users can 
specify the preference of attributes at the registration time. If 
each attribute is given a preferential weighting by the user, 
the table of all selected attributes and weightings for each 
user can be interpreted as a probability mass function (pmf) 
by the attribute selection algorithm. The importance sampli-
ng method can then be used to select the authentication 
attributes according to the pmf specified by the user. In this 
way, the attribute selection will appear to be random, hence 
improving security, while in fact following the distribution 
specified by the user, and thus enhancing the usability of the 
final system. One simple and effective method to achieve 
this is the importance sampling method known as Metropolis 
algorithm [5]. This algorithm performs a random walk 
through the data space of interest in a way that the frequency 
of points visited during that walk corresponds to some 
required probability distribution. In this application, the 
Metropolis algorithm is used to generate a sequence of 
authentication challenge questions that approximately follo-
ws the probability mass function defined by the weighting of 
attributes specified by the user or the system administrator. 
Table 1 demonstrates the effectiveness of the Metropolis 
algorithm for the system database containing 15 different 
user attributes. The attribute numbers, 1-15 are given in the 
first column of the table. Each attribute has a 1-10 rating 
specified by the user at the time of registration. This rating 
indicates the user‟s preference of a particular authentication 
attribute. Rating of 10 indicates the preferred attribute, i.e., 
the one that the user prefers to see in their challenge most 
often and vice versa; 1 indicates the user‟s least preferred 
attribute. Users can also completely exclude one or more 
attributes by rating them “0” and those attributes will never 
be used when generating the challenge questions for the user. 
This rating for each attribute is given in the brackets next to 
the attribute number in the first column of the table. Other 
columns give the result of Metropolis algorithm for a 
different number of algorithm runs, i.e., the number of the 
authentication sessions for each single user. Each row of the 
table gives the number of times a particular attribute has 
been selected by the algorithm and used to generate a 
challenge question for the user. For an easier comparison 
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with the user‟s preference from the first column, this number 
is also normalized to 1-10 range and given in the brackets 
next to a real number of attribute selections. For sufficiently 
large number of authentications, the distribution of the selec-
ted attributes resembles the original distribution specified by 
the user very closely. 

TABLE I.  FREQUANCY OF ATTRIBUTES SELECTED FOR KB 

AUTHENTICATION STAGE USING METROPOLIS ALGORITHM 

 Number of authentication attempts 

Attribute 100 1000 10000 

1 (9) 6 (5) 93 (8) 940 (9) 

2 (10) 8 (7) 101 (9) 962 (9) 

3 (2) 3 (3) 25 (2) 303 (3) 

4 (5) 5 (4) 61 (5) 658 (6) 

5 (1) 1 (1) 17 (1) 141 (1) 

6 (4) 8 (7) 60 (5) 539 (5) 

7 (10) 12 (10) 110 (9) 1034 (10) 

8 (10) 6 (5) 118 (10) 1008 (10) 

9 (9) 9 (8) 80 (7) 931 (9) 

10 (8) 9 (8) 91 (8) 894 (9) 

11 (7) 11 (9) 73 (6) 846 (8) 

12 (6) 8 (7) 62 (5) 732 (7) 

13 (6) 8 (7) 68 (6) 707 (7) 

14 (1) 1 (1) 23 (2) 150 (1) 

15 (1) 5 (4) 18 (2) 155 (1) 

 
It is also worth mentioning that a further flexibility and 

security level within the system can be easily achieved by 
authorizing the system administrator to override the user‟s 
preference settings and specify a weighting for each attribute 
from the database, thus allocating the same pmf for all users 
in the system database. It is also possible to revert to a truly 
random selection of attributes at the challenge generation or 
to go to another extreme - selection of the same set of attrib-
utes for each login round. 

IV. USER CLASSIFICATION AND INTRUSION DETECTION  

An additional feature proposed for the existing image-
based authentication system is the intrusion detection (ID) 
option based on the real-time tracking of the user‟s behavior. 
The system will record various attributes during the 
authentication session for each user and will then train itself 
to distinguish fraudulent and genuine authentication attempts 
using this data. Generally, intrusion detection can be a very 
difficult task and it is, therefore, essential for an efficient ID 
system to be able to identify and reduce the number of poten-
tial failures during its operation. The number of false posi-
tives and false negatives that an ID system produces represe-
nt good measures of performance, since they characterize its 
effectiveness and the level of accuracy in intrusion detection. 

In the ID system design, we start from a finite mixture 
model premise which assumes that the authentication data 
for each user account arises from two (genuine and 
fraudulent user) or more groups (more fraudulent users) with 
known distributional forms but different, unknown, 
parameters. The following probabilistic model is used to 
describe this situation [6]: 
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The expectation maximization (EM) [7, 8] algorithm is 
an iterative algorithm that can be employed to find the 
maximum likelihood estimates of those parameters from the 
set of training data samples, where the model depends on the 
unobserved or missing variables. The EM algorithm 
performs the unknown parameters estimation by alternating 
between the expectation (E) step which computes the 
expectation of the likelihood by including the missing 
variables as if they were observed, and the maximization (M) 
step, which computes the maximum likelihood estimate of 
the parameters by maximizing the expected likelihood found 
in the E step. Those parameters are then used to begin 
another E step and the process is repeated. The initial 
implementation of the EM algorithm in the pilot system will 
assume Gaussian nature of the authentication data. Collected 
authentication records might suggest a different type of 
distribution so the EM algorithm might have to be modified 
to handle other parametric distributions. If the distribution 
parameters can be estimated correctly, Bayes classification 
rule [6] can be employed to identify the class membership of 
each data sample from the authentication record. 

V. DISCUSSION AND INITIAL RESULTS  

Main and important issues to be resolved before the final 
implementation of the system takes place are listed and 
further discussed below: 

 What kind of data should be recorded during the 
authentication procedure and passed to the ID 
parameter estimation and classification algorithm? 

A number of tests will be performed in order to 
determine the suitability of various attributes from the two 
authentication stages for the ID task. Possible attributes 
considered at this stage of the system design include: the 
number of wrongly answered questions during the knowled-
ge-based authentication stage,  the number of false images 
selected by the user as pass-images during the image-based 
authentication stage, the time needed by the user to recognize 
the pass-images in each login round , the time taken and the 
number of the login attempts conducted to achieve a 
successful login, the time and the location at which the login 
took place…etc. Some of these attributes have been tested in 
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a pilot experiment which was run over a period of two 
weeks. In this initial experiment, the login sessions for ten 
users of H-IBAS-H have been recorded. Each time a user 
made a successful login, H-IBAS-H recorded the time taken 
and the number of login attempts needed to achieve a 
successful login as well as the time and the place at which 
the successful logins occurred. Recorded results show that as 
the number of successful logins increases, the time taken for 
the user to log in tends to decrease until it rests at an 
approximately constant value. This value is user-dependent.  
At the end of the two-week experiment, and on the assump-
tion that an adversary knows the pass-images along with the 
username for a particular H-IBAS-H user, participants in the 
experiments were given pass-images corresponding to a diff-
erent user along with the corresponding usernames. Each 
participant was then asked to make one successful login with 
H-IBAS-H impersonating the identity of the legitimate 
original user at the time and the location of their choice. 
Participants were only asked to log in once since it only 
takes an adversary one successful login to the legitimate 
user‟s account to cause damage. Therefore, any effective int-
rusion detection system must detect the intrusion from the 
very first attempt. As Fig. 2 indicates, the users impersonat-
ing the role of attackers took longer than the average or the 
minimum time taken by users in the two-week experiment. 
The other observation, not apparent in Fig. 2, is that the time 
and the location at which these one-time logins happened 
were different than that of the original legitimate users. The 
intrusion detection feature, planned to be incorporated into 
H-IBAS-H as an additional security layer, hopes to be able to 
classify the users authenticating to the system into legitimate 
and  fraudulent users based on  attributes such as the ones de-
ployed in this experiment. As can be deduced from Fig. 2, 
the logins made at the time of creating an account or even the 
first few logins made to a newly created account are extrem-
ely hard to be distinguished into legitimate or fraudulent 
logins. This is particularly true if the „time taken to login‟ is 
used as the main classification attribute. Therefore, the intru-
sion detection feature should be deployed after a certain 
period of time to allow for the establishment of a reasonable 
user-specific profile. This time will be determined through 
extensive and more detailed user study, still to be undertaken 
in the continuation of this research.  

0 5 10 15 20 25 30 35
0

50

100

150

200

250

Succesful logins over a period of two weeks

T
im

e
 t

a
k
e
n
 t

o
 l
o
g
in

 (
s
)

 
Figure 2.  Results of a two-week experiment with H-IBAS-H   

(solid lines: genuine users, dotted lines: fraudulent users) 

Once the system is implemented, further set of tests and 
thorough analyses will take place with the aim of finding 
answers to the more general questions related to this work: 

 What is the users‟ perception of the apparent random 
nature of the attribute selection for the knowledge- 
based stage of the authentication process? How is 
this reflected on the authentication process and its 
outcome for genuine users of the system? 

 How well from the usability and security point of 
view did the combined knowledge/image-based 
authentication perform? 

and finally, 

 Is there a future in trying to apply data classification 
methods for intrusion detection tasks, using the 
previously recorded authentication data in the way 
proposed in this paper? 

VI. CONCLUSION 

In this paper, potential additions of an authentication 

stage and an intrusion detection feature to the existing 

image-based authentication system have been discussed. To 

improve the security level of H-IBAS-H, a knowledge-

based authentication step has been proposed as a phase 

preceding the existing image-based authentication proced-

ure. A real-time intrusion detection system, based around 

EM parameter estimation and Bayes classification algorith-

ms, has also been proposed to be integrated in the final 

implementation of H-IBAS-H. The main findings from the 

pilot experiment have also been reported. Further experim-

ents are needed to test the validity of the attributes 

suggested to be supplied into the intrusion detection algori-

thm to facilitate for a sensible classification. 
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