. . Univers 51:"};' of
¢ Portsmouth

Department of Electronic and
Computer Engineering

Authentication system
using image based keys for
University Student’s Portal.

Student name :Haitham Al-Sinani
Supervisor: Mr. Chi Nguyen ID: 304910

Moderator: Dr. Branislav ece50148@port.ac.uk

e~ )/ (=1 (—= (=),


Start with an introduction of yourself and supervisor


University of
X Portsmouth

Presentation -Cidilthee

1. Introduction

2. Problem specification and Objectives.
3. Project Aims.

4. Primary User of H-IBB&S-H.

5. Technologies Used in H-IBB3S-H.
6. H-IBAS-H Overview.

7. System Architecture.

8. Admin Stuff!

9. The registration Phase.

10. The Training Phase.

11. The Authentication Phase.

12. Security Points.

13. Usability Points.

14. Problems and Solutions.

15. Survey Objectives.

16. The conduct of the survey

17. Analysis.

18. Overview of the Work.

19. Technical Challenge.

20. Technical challenges Faced:

21. My own Contribution:

22. Resources and procurement plan
23. Project plan and schedule

24, Conclusion

25. Question and answer




University of
Y Portsmouth

Introduction: What is Authentication?

 The process of verification that someone is actually who they claim they are [1].

 The act of establishing or confirming something (or someone) as authentic, i.e.,
that claims made by or about the thing or the one are true [2].

 The process of establishing a level of confidence regarding a claim.
Examples of authentication from the real world :

8  Recognition of your friends, relatives ...etc. Inspires the idea of the recognition-based systems.
§  showing driver’s license at the ticket counter at the airport,

8 aperson displaying a movie ticket at a cinema claiming that they have the right to watch the corresponding
movie

Authentication is made up of two main parties:
. A claimer
. A verifier (usually this is the issuer as well)[10].
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Authentication methods

Authentication methods

Knowledgebase token-based systems based on

systems systems biometrics

Recognition based Recall based
Ex. PDAs or ATMs Ex . web site passwords
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Recognition based

Color Based

Random Art
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Problem specification and Objectives:

e The project is to explore the strengths and flaws of an
authentication system that uses Random Art images
for use by university students accessing their

university accounts or Student Portals.
an experimental authentication system that uses
olor based keys.

the experimental system by
conducting surveys with real users.

—— the strengths and weaknesses of
color based authentication using the
experimental results.
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H-IBAS-H
« H-IBAS-H stands for:

Haitham -Image Based Authentication System- Haitham!
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H-IBAS-H aims to achieve the following:

« Make it difficult for students to describe their pass-images to their
friends.

« Eliminate the possibility of deducing the user’s image set by means of
an intersection attack.

* Ensure that there are a sufficient number of permutations that it is not
feasible that an attacker could be authorised by guessing.

e Make H-IBAS-H fun to use.

 Develop a questionnaire and collect real data from users.
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Primary User of H-IBAS-H:

University students

“To log into their Student Portals.”
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Technologies Used in H-IBAS-H:

« Client/Server approach in a form of a website, i.e. a web-based system

« Java

« JSP

o JavaScript
e HTML

« MySQL

« JDBC

 web browser like Firefox or IE, and a web server like Tomcat or O4CJ
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System Architecture (Logical View)
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H-IBAS-H Overview:

 H-IBAS-H is made up of three main phases(+The Admin):

Registration

@ Training

Authentication
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H-IBAS-H Front Page:

o H-IBAS-H
Final Year Project

For University Students’s Portal using image keys:

T | ieotwena | wer | comnats

Hello and Welcome to H-IBAS-H, Please feel free to experiment with the sysetm and please do not forget to give us your

Adin Login feedback. Thanks:)
: Howr to register W!ﬂ'l H-IBAS-H?
Mew Liser = X ¥ . o N
Frst of 2l sslect Mew User, Than, chooss your 4 imeges fromi the imeges offered on the screen {(You can refresh the pege o vew more
Login images, but the 4 images that you have to s=lect MUST be from the sams pags. Afi=r tht n your detsisand chck subma, Pext, you WILL be

S forwardsd to your training phase, Flease nots that your 4 images sre shown on every training round, If you successfufly complets your
Instructions

training phase, you can confinuws to train 25 many tinees 25 you ke, When you sl you Have had snough training, plesss ensure to save your

About Us detsils,
Haitham How do you log in with H-IBAS-H?
Firsthy, pigase chick on login, Then, entesr your user nams, After that, the system will offer you the first chaflengs-sst which & made up of 21
B images, There are 4 challenge-set= in 4 pages. Your 4 pass images are randomyy detributed on those 4 chalenge—sets, Thus, st any chalienge-
Horme Page =gt, thers could be 1 or 2 or 3 or 4 of your pess images OR there might be none of them thers, If thers 520y of them, plesse select them,
Ttherwiss: e  there & none, then, plesse tick the “none of my images =re showen”, Pleese do or every pags of the 4 login pages. After

vou go through 4 pages; you will be i rf‘...rm;" whether you have sucoesdad in your login or not. -* wou bave logoed in successfully, you o=n
chengs your pass images or you can simphy log out,

Enjoy Securiby
with H-IBAS-H

Thanks for Using H-IBAS-H!

zaicg  Zigilal (@D)Adept SiniTel hisss oy omesee

ERCINEERING SOLUTIONT
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Admin Login:

e The Administrator enters their user name and
password here:

User Hame:

Password:
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Admin Page:

*  The number of pass images, training rounds, and the login rounds can be set here.

* You can also reset, lock, unlock or even delete users from here as well!




The registration Phase:

1- Filling in detalls, such as username.:

2- Selection of 4 ‘pass’ images:



The Training Phase:

Successful Completion of at least 2 training rounds:



The registration Phase:

« After the completion of each round, the student is told
about their result:

o After the successful completion of the 2 training
rounds, the users have the option either to continue
to train or to save their details.



The Training Phase:

o After the successful completion of the 2 training
rounds, the users have the option either to continue
to train or to save their detalls.



The Authentication Phase:

 As set, there are 4 login rounds/pages. The 4 pass
Images are randomly distributed on the 4 pages.

e There must be at least one round that will include no
pass images.

o Effectively, it can be rightly stated that each login
round may include 1 or 2 or 3 or 4 or even O of the 4
pass images.

 Where there is a round that include no pass images,
the box of “ "must be ticked,
and then the ‘submit’ button need to be clicked.



The Authentication Phase:

e Where there are pass Images shown, their
corresponding boxes must be ticked and then the
‘'submit’ button must be clicked.



The Authentication Phase:

o After going through 4 login rounds, the authentication
result will be shown.



The Authentication Phase:

Where the authentication fails, the user is offered the
option to retry to log in gain.

Users are allowed to retry up to 5 times to maximise
the usability.

If they, however, continue to fail after the fifth time,
their account will get locked.

An email containing a reactivation link will be e-
mailed to them.

The users can also reactivate their account through
the admin.



The Authentication Phase:

e |f the authentication Is successful, the student/user iIs
forwarded to their account, 1.e. their Portal.

« Once In their account, the users can change their
pass images, should they wish to do so!



Security Points:

 The use of Random Art.
 H-IBAS-H is made Configurable:
 The adaptation of the multiple-round technique:

» The significance of keeping the number of rounds
configurable:

« Variation of the number of images in each authentic  ation
round and the inclusion of the case of 'no pass-ima ge(s)
present’.

 Randomisation of the image positions in each
authentication round.

* Proceeding on error.
» Retry Sessions and locking accounts.



Usabillity Points:

H-IBAS-H is made Configurable. (Number of rounds, pass
Images and training rounds)

The significance of keeping the number of rounds
configurable .

The “forgot my pass images” feature.
Ability to change the pass images.

Ability to reactive the ‘locked’ account by checking the
email.

Ability of the admin to unlock locked account.
Users are allowed up to 5 times to retry to login.

Users are allowed to keep on training as many times as
they wish.



Problems and Solutions:

Guess Attacks:

1. Random Guess attacks: 4 images randomly distributed on 4 pages!
2. Educated Guess attacks:

Disclosure of Authentication images:

Observation attack:  Secure Place/Plastic Containers.

Intersection attack : inclusion of a round that includes no pass images.
Keystroke/mouse logging:

Shoulder Surfing:

Denial of service attack: Email Reactivation and Admin reactivation
Image Selection and Storage: Trusted Server!

Accessibility:

Security of Client-server communication. Https + Encryption



Survey Objectives:

Opening Questions.

Selection of pass Images:

The ease of use and the time consumption:
Comparison with other authentication methods:
Reasons of Failure.

Others



Opening Questions:

Their aim is to build a trust relationship between the interviewer
and the interviewees.

Interesting and easy-to-answer questions!
They can also act as a filter.

Examples:

Have you ever used an image based authentication system
before?

| am a/an
First Year, Second Year, Third Year, fourth year Or Stuff.
Were you able to successfully log in using H-IBAS-H?



Selection of pass Images:

» Establish the reasons behind a particular student’s selections of
their pass images.

» Critical to eliminate the Predictability Problem.

Example:1. When choosing my 4 pass images:

QU Strongly Agree No Disagree |Strongly
agree g preference Disagree

| prefer the
images that
include one or
two colours.

| prefer the
images that are
made up of one
or two shapes.

| prefer my 4
pass images to
look similar to
each other.



The ease of ease and the time consumption

 Aims primarily to evaluate the usability of H-IBAS-H.
Example: When using H-IBAS-H,

Question Strongly . No Disagree | Strongly
agree gree preference Disagree

| had to check every
single image in the
challenge-set to see
whether it is a pass-
Image.

It took me longer to
recognize my 4 pass
images than to recall
my password.

The reload feature
helped me to pick
the images that |
think | can recognize
better.



Comparison with other authentication methods:

 To assess where H-IBAS-H stands in comparison to two common authentication
methods:

1. Username + password
2. Bank card and PIN
Examples:

Please order the following systems from which you have found the most fun to use(1) to which you have
found the least fun to use(3):
- The traditional “Username + Password” system.

- Bank card and PIN

- H-IBAS-H
Which one of the following systems would you prefer to use to log into your Student/Staff Portal?
. Username + password

. H-IBAS-H



Reasons of Fallure:

Establishing the reasons that led the students failing to register or authenticate is of great importance that
will play a useful role when reconfiguring H-IBAS-H to fix the issues pointed out by the students as a
barriers which contributed in their failure to authenticate.

 Examples:

1. I was not able to complete the entire login stage or |
had to retry to login at least one time because:

Question Strongly . No Disagree  |Strongly
agree gree preference Disagree

the images shown at
the login rounds
were too similar.

my pass images
kept changing their
positions.



The conduct of the survey:

The guestionnaire targets the ECE population, stuff and
students.

The ECE population have been divided into 5 distinctive
groups:

1. First Year Students.

2. Second Year Students.

3. Third Year Students.

4. Masters and PHD students

5. Stuff, i.e. the lecturers, System Administrators, and the Technicians.

A sample size of equal percentage, 10% of each group, has been surveyed.



Conditions:

* Allowed to login up to 5 times.
« Allowed to register unlimited number of times.

e ...elC



Analysis:

Work is now being conducted on:
Examples of the results shown so far:
94.3% were able to successfully log in using H-IBAS-H.

Reasons:

1. Firsttime to use H-IBAS-H.

2. The forget pass images feature!

3. Users were allowed to retry up to 5 times!

4. The administrator can unlock the users in case they get locked out or users simply can check their e-mail

address to find their activation link.

- 2 users had their account re-activated through the administrator.
- 3 users had to create new accounts.

5. Each user's image appear only once in the challenge set.

6. Tricks used by users such as the relation of images the 4 images in some way or the image-colour
relationship.



Technical Challenge:

It is defined as the thing that | could not have possibly
learnt without implementing H-IBAS-H and then the
conduct of the survey of the users. Mr Chi.

My one is how to persuade the students to use an
Image based authentication system where they are
used to a text-based one.



Challenges Faced:

 The implementation of one task effect the
Implementation of another task.

e Learning JSP from scratch.
« Uploading a JSP-driven website and getting it a live!
* Finding students to test the system.



Resources and procurement plan

@ Supervisor
* Mr. Chi Naguyn

@ Books & Papers

* R. Dhamija, A. Perrig, D €] a Vu: A User Study Using Images
for Authentication.

* M.Bennet, Password perfect, syngress

e Xraoyuan Sou,Y.zhu ,G. Scottowen, Graphical passwords: a
survey



Technical challenges Faced:
The implementation of one task effect the
Implementation of another task.
Learning JSP from scratch.
Uploading a JSP-driven website and getting it a live!
Finding students to test the system.



My own Contribution:

My biggest contribution to the research and the
security society was:

the collection of real data from real users and then
performing analysis on them.



Project plan and schedule



Conclusion

The authentication is all about verifying a claim.

Secure systems should not neglect the importance of
human factors in security.

Image Significance aspect to be used within the
authentication.

The trade off between the security and usability.



Thank You



Questions?



